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Global change pressures will make things more
difficult in future




Digital data and concepts: to meet the challenges

Smart by design - adaptive, distributed, advanced
Smart use - doing more with less, RRR (R3)
Smart control - sensors, analytics, OT-IT integration

Defining the digital water
Digital water, Smart Water, Internet of Water, Water 4.0

Efficient collection and use of digital data
for smart digital solutions
to address the challenges in critical physical assets and their services.....

Sources & Environment Collection, Treatment & Distribution End Customers

* Residential

= Agricultural

= Commercial and Industrial
* Water for Nature

= Watershed

= Surface, Groundwater and
Water Reuse

= Wastewater Effluent
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Water sector started digital tools since early 60s...

Wastewater

o Treatment
+ "The Application of Newton's Method to Systems

Network Analysis by Digital. Computer®, Modelling Diagnosis Control
Martin D.W. and G. Peters. e

Probably the first digital tool for water
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« Journal of the Institute of Water
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Benefits of digitalisation

Community Benefits Operational Benefits
@ INCREASED AFFORDABILITY / PROCESS EXCELLENCE
/ * Improved long-term affordability I = Data-driven operations and
L g of rate structure @ decision making reduces errors

» Greater transparency in the ise = Speed in decision making due to

of proceeds from water tariffs efficient data analysis and processing
* Reduced likelihood of bill shock,

non-payment and cut-offs

Qﬂ CUSTOMER EXPERIENCE PREDICTIVE MAINTENANCE

» Increased customer engagement and a_ ‘X, = Reduced number of emergency
responsiveness to customer inquiries R~ call-outs
* Reduced disruptions in water service = Reduced downtime of critical assets
= Reduction in the volume of
disruptive construction projects

ENVIRONMENTAL PROTECTION = = REGULATORY COMPLIANCE
% * Reduced risk of sewage overflows ’: = Reduced incidences of failure
into the environment and overflows
* Reduced GHG emissions from = Reduced risk of non-compliance
utility operations resulting from network
* Improved conservation and management water quality issues

of critical water resources




Benefits of digitalisation

Financial Benefits

REDUCED OPERATIONAL
EXPENDITURE

%,

= Optimised operations reduce %
energy and maintenance costs

= Reduction in costs and risks
associated with ad-hoc
field maintenance

INCREASED CAPITAL EFFICIENCY

= Improved cash flow as a -y
result of targeted rehabilitation
of faulty infrastructure
= Reduced liability and costs from
unexpected water main breaks
and sewage overflows

INCREASED REVENUE

’6 = Targeted interventions with faulty 4
meters increases revenue

= Value-added digital services
available to bulk water customers

Long-term Resiliency Benefits

INCREASED RESILIENCE

= Improved operational flexibility from
changing climate and demographics

= Increased safety through

rapid customer
engagement on public safety concerns

WORKFORCE DEVELOPMENT

= Improved cross-department
collaboration through
systems integration

= Reduced safety risk to workforce
through fewer emergency call-outs

ERAND AND INNOVATION

= Elevates utility brand and
engagement in the water industry

= Enables the utility to more easily
pilot and adopt latest technologies

Developments in the data sciences
has changed to world - also the water sector

Process
surveillance

Process
control

Process
optimisation
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Automation...

« Can you imagine a water utility without any automation

and/or remote surveillance?

The SCADA market for water and wastewater management is predicted to
reach US$ 2.2 billion by 2025, an increase from US$ 1.3 billion in 2015.

Transparency Market Research (TMR)

Global SCADA Market for Water and Wast ter Mar Market ue

CAR 5.6%

(2017 - 2025)

SCADA: Supervisory Control And Data Acquisition
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Virtual sensors (software sensors)

Typical example: measurement of SS via turbidity
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«Anything is possible»
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Risks arising from digitalisation

* Increased dependency on automation
» Risk of technical failures (no sensor works 24/7 & 365 days/year...)
 Easier escalation from a single unit failure to system collapse
» Do they make our operators less knowledgeable on processes?
* Increased vulnerability of process stability
* Increased risk of cascading effects between critical infrastructure (e.g. water and energy)

« Causes

. enisq

» System failures
» Natural phenomena
* Human errors

» Malicious actions — cyber attacks

Reference Incident

Classifi
icati -
Task Parce Scum 0N Taxo

+ Third-party failures

nomy

2300 Way Forwary

Cyber attacks in the water industry

According to1CS-CERT * Australia 2000 ¢ PA, U.5.2006 ¢CA, U.5.2007 ¢IL,U.S.2011 FL,U.S5.2012 # NY, U.5.2013
HGHCERT; 20160} WS Target:PLC Target:workstaion | Target:SCADA Target: SCADA Target: File Serve Target: Hil
. . -1 . . 1¢ - 4 - server = FRAL
is the third most targeted Action: Configuration Action: Data Action: Remote Action: Physical Action: Data Action: Data
sector. Change ExFiltration Swinstall Process Change Exfiltration Exfiltration
Response: Reactive Response: Reactive ne_’_p?.n_’g" Response: Aezctive Response: - Response: Reactive
Reactive Proactive (deny)

Many cybersecurity
incidents either go

undetected, and
consequently unreported
or are not disclosed
because doing so may
jeopardize the victims
reputation, customers
trust, and, consequently,
revenues.
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+1L2019

U.S.2016

Target: Multiple
Action: Unauthorized
Change

Response: Reactive

*FL,U.5.2021 * CO, U.5.2019 *EU2018 * UK2017 * U.5.2016
Attacker:
e —— -- - Target: 5CADA Target: ICS Target: DB Target: HMI Target: DB Target: (ultiple
i ‘l .o 2. y Action: Remote Action: Unauthorized Action: Ransomware Action: Action: Unauthorized Action: Data
! \__) il () WA Unauthorized Change Change Response: Heactive Cryptojacking Access Exfiltration

(1) outsider [ nadion/state |

Response: Reactive Response: Reactive Response: Reactive Response: Reactive

Response; Proactive
(detect)

Verti = |L2019 * FL,U.S5.2019 *NC, U.S. 2018 * U.S. 2016
- ) i Target: ICS Target: SCADA Target: DB Target: 5CADA
N)) MMaste Wates 0- Water treatment | Action: Unauthorized  Action: Ransomware Action: Ransomware Action: Unauthorized
3 Change Response: Deactive Response: Proactive Access

y  Water

Irrigation System Response: Reactive {deny)

Response: Reactive
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What can cyber attacks do?

Interfere with operations — over/under dosage

Unauthorised changes to programmed instructions; reduced pressure, overflow of
sewage, malfunction of unit processes

Modify control systems to produce unpredictable results
Block data or send false information to operators
Change alarm thresholds or disable them

Prevent access to account information

Access to personal information (GPDR directive)

Ransomware

The biggest threats....

Ql22
Unawﬁreness

50

Unpreparedness




Vulnerability is possible to reduce!

Maintain an accurate inventory of control system devices; eliminate their exposure to external networks.
Implement network segmentation and apply firewalls.

Use secure remote access methods.

Establish role-based access controls and implement system logging.

Use only strong passwords, change default passwords, and consider other access controls.

Maintain awareness of vulnerabilities and implement necessary patches and updates.

Develop and enforce policies on mobile devices.

Implement an employee cybersecurity training program.

Involve executives in cybersecurity.

=2 © o N ok wDh =

0.Implement measures for detecting compromises and develop a cybersecurity incident response plan.

W WaterISAC

Security Information Center

10 Basic Cybersecurity Measures: * oy X
Best Practices to Reduce Exploitable
Weaknesses and Attacks

New EU cyber security regulations

October 2016

Strategic principles for secure water sector against
cyber threats

1. Understand threats: Build on our joint work to develop our shared understanding
of the cyber threats facing the water sector as they evolve.

2. Manage risks: Develop and implement approaches to manage risks and address
cyber security vulnerabilities in the water sector, now and in the future.

3. Manage incidents: Respond effectively, with industry, to any serious cyber
incidents, including those that compromise critical water infrastructure.

4. Develop capabilities: The government and sector enhance the cyber skills and
capabilities of the water sector to meet future needs.

5. Strengthen collaboration: Strengthen collaboration between government and the
water sector and within the water sector.
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The key to reduce risks

* Know your risks!
* Preventive measures work!

* So does preparedness when dealing with post-attacks!

Thank you!
XBana sBam!
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